IIpakTHyeckoe 3a7aHue A5 PerHOHAJIBLHOI0 3TANA BCEPOCCUHIICKON OJIUMITUA/IbI
IIKOJbHUKOB 10 TexXHOJa0ruu 2023 — 2024 y4yeOHBIN rojg
Ipopuns «MupopmanuoHHasi 0€30I1ACHOCTH»
11 knacc

TemaTuku 3a1aHui

B Type HEOOX0OAMMO pEIIUTh KaK MOXKHO Oouible 3amaHuii. Habopsl 3a1aHuii OpHEHTUPOBAHBI Ha
KOMILJIEKCHYIO ~OLIGHKY HAaBBIKOB YYaCTHHKOB 3aKJIIOYUTEIBHOIO Typa U  OXBaThIBAIOT
MIEPEYUCIIEHHBIE HUKE TEMBI:

1. PeBepc (aHanu3 UCXOHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOTPaMM)

2. Web (ToucK ysS3BUMOCTEH Web-TIPHITIOKEHHH)

3. Forensics (rmouck cienoB MHIUICHTOB HHPOPMAITMOHHOW O€301TacCHOCTH)

4. Linux\Unix (HaBbIKH aIMHHUACTPHUPOBAHHSI OTIEPALHOHHBIX CHCTEM)

5. AHanu3 Tpaduka

6. Cpenctra 3ammtel nHGopMmanwm (C31).
IIpumeyanus:

Onenka 3aganuii (kpome TtemaTuku C3U) mpous3BOIUTCS aBTOMAaTHYECKH IO (akTy
pa3MelnieHus] Y4aCTHUKOM B I0JIE Ui BBOJa KOPPEKTHOTO (uiara — CTPOKU ONPEAeNIEHHOrO BHUAA
(mrabnoH OyzmeT O3BYUEH Iepej]] HadajJoM Typa), JOCTYIl K KOTOPOMY SIBJISIETCSI WHIUKATOPOM
YCIIEIIHOTO peIIeHUs 3a/1aHu4.

Ouenka 3amannii mo tematnke C3UM mpou3BOOUTCS OpraHU3aToOpaMu HAa OCHOBAHWU
MIPEI0OCTABJICHHBIX Y4aCTHUKaMHU (haiiyioB.

MakcumanbHO BO3MOKHOE YHCII0 0aIoB 3a MPaKTUYECKUN Typ — 35 OaoB.

HNudpacTpykrypa yuacTHHKA
1. Ha IIK yyacTHHUKaA OJMMIOMAIbI TOJDKEH OTCYTCTBOBATh JOCTYII B ceTh “UHTEepHET” .
2. Ha IIK yuacTHHKa ycTaHOBIEH runepsu3op VirtualBox!.
3. YuacTHHKY MpenocTaBiseTcs oOpa3 BUPTYaIbHON MalllMHBI ¢ HEOOXOAMMBIM IPOTPAMMHBIM
obecrnieueHreM JUid pelieHus 3aJaHuil. BUpTyalbHyI0 MalllMHy y4acTHHKA TpeOyeTcs 3amyCTUTh J10
Hayasa MpakTUYeCcKoro Typa.
4. Ha cepBepe OpraHm3aTtopoB 3alyckaeTcs BUpTyaibHas MmamuHa ¢ [lnatdopmoit ¢ 3amanusmu,
KOTOpasl MCIOJIb3YeTCsl Ui pElIeHHs BceX 3aJaHuid, Kpome 3agaHuil mo pabdore ¢ C3U.
Pazeepmuieanue Ilnam@opmor 0na Kaxcoozo Knacca npouzeo0uUmcsa HENnOCPeOCmeeHHo20
opzanuzamopamu ne panee uem 3a 1 0env 00 npoeedenun npaKkmuueckozo mypa. BuptyaibHas

MalirHa C HHaT(bOpMOﬁ TaKXXC OOJIDKHA OBITh AOCTYyIIHA I10 JIOKaJIbHOM CE€TH ¢ MaIlliH Y4aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jns 3arpy3ku ydacTHUKaMH (paiiiioB (CKpUHIIOTOB, CKPUNTOB, KOH(PUIYpallMOHHBIX (PaiiIoB u
T.I.), MOATBEPXKIAIOIIMUX BBINOJIHEHNUE 3agaHuil Tematuku C3U, opraHusaTopsl IpeIOCTaBIT
MEXaHU3M HMHIUBUAYaTbHON 3arpy3kd 3THX (ailyioB (MHIMBUAYaJbHBIE HANKH C MEPCOHAIBHBIM
JOCTYIIOM JIJISl KaXKJIOTO YJacTHHKA).

OO0uue TpeGoBanust
1. Jlo Hayama mpakTHYECKOro Typa HeoOxonumo obecneunth jgoctyn ¢ I[IK ywgacTHHkKOB K
[Tnardopme ¢ 3amanusmu, pa3BepHyTol Ha cepepe. Ha skpanax [IK ydacTHHMKa HOJKHBI OBITH
BBIBEJICHBI OKHA PErucTpalyy Ha miaThopMe ¢ 3aJaHUsIMU.
2. lTlocne crapra NpaKTUYECKOTO Typa, YYAaCTHUK JOJDKEH BBINOJHATH 3a/aHusl TOJHOCTBIO
CaMOCTOSITENIbHO. 3aaHus pacmnoiioxkensl Ha [Tnardopme. [IporpamMmHbIi HHCTpYMEHTapHM Ui UX
pelIeHUs IOCTYIEeH Ha BUPTyalbHbIX MamKHax Ha [1IK yyacTHHKOB.
3. Ilo okoHYaHMU pelIeHHs 3aJaHUH YIACTHUK OJIMMITUAbI MOXKET MOKUHYTh ayIUTOPHUIO.
4. Haiinennsle ¢uaru (kpome 3amanuii C3U) BBomsatcs Ha [lnardopme. KommuecTBo mHOMBITOK

BBOJIa (yara He OrpaHUYEeHO. 3a OMMO0YHO BBEJACHHBIN (pyar Oayuibl He CHIDKAIOTCS.

Tectoseii CTFd BCOLL

Challenges

DopeH3uka

Pucynok 1 — npumepHsliii Bua sxkpanHoro untepgeiica [Inardopmsl ¢ 3aganusmu

ITopsinoxk npoBeaeHust
JITMTENEHOCTh MPAKTUYECKOTO Typa (BBINOJHEHHE NMPAKTUYECKUX 3aJaHuil) Uil ydacTHHKOB 11
kiacca coctasisieT: 180 MunyT (6e3 yuera nepepbiBoB). B ciydae oOHapy>KeHHUs] HEUCIIPAaBHOCTHU B
000pyZ0BaHNY, BOSHUKIIEH HE 110 BUHE YYaCTHHKA, [0 PEIICHHIO HAOMI01aTeNs JaHHbIA YYaCTHUK
MOKeT nepececTh Ha pesepBHbI [IK. Bpewms, 3aTpaueHHOe Ha BBISBIEHHE M YCTpPAaHEHHME TaKOi

HCUCIIPAaBHOCTHU, KOMIICHCUPYCTCA.



Hlugp yuacmnuuxa

KapTa OLHCHKH YYACTHHKA PCIrHOHAJIBHOIO 3Tala — 11 kaace

Ne TemaTuka 3a1aHus Kpurtepun onenku Bcero Baxnbl no
3aaHus 0a/10B ¢pakrTy

1. Linux\Unix (misc) | ®akr pa3memieHus Yy4aCTHHKOM B 1
TI0JI€ JUTS BBOJ]a KOPPEKTHOTO (hiara

2. Linux\Unix (adm) [ ®akt pa3memieHuss y4acCTHHKOM B 2
TI0JI€ JIJIsl BBOJIa KOPPEKTHOTO (hiara

3. Forensics @akT pa3MenIeHHsT YYACTHHUKOM B 3
T0JIe ISl BBOJIa KOPPEKTHOTO (prara

4. Web @dakT pa3MmemeHus y4acTHUKOM B 3
MoJie JUTsl BBOJIa KOPPEKTHOTO (pyiara

5. Web @dakT pa3MemeHus YYaCTHHKOM B 5
oJie JyIsl BBOJIa KOPPEKTHOTO (hiara

6. Reverse @akT pa3MemeHus YYaCTHHKOM B 3
ToJie JIjIsl BBOJIa KOPPEKTHOTO (hiiara

7. Reverse @akT pa3sMenIeHUus YYaCTHHKOM B 5
T0JIe U BBO/IA KOPPEKTHOTO (hiara

8. Reverse (pwn) @akT pa3MelleHUs YYaCTHUKOM B 6
10JIe U BBOJIA KOPpPEeKTHOTrO (hiara

9. C3n Kpurepun oOLEeHKH TIpUBENEHBI B 2
3a7aHUH

10. C3U + Anaim3 Kputepun OIEHKHM TpHUBEACHB B 5

Tpaduka 3aJlaHUU

z 35




3aganus

Linux\Unix (misc) - ¢urenika Bo3MokHOCTEH

OObIKHOBEHHBIN TUHEHIKEP JIFOTUK HATKHYJICS Ha 6€300MHO BBIJISIBIBAIOIIYIO U3 OJyBaHUYUKOB
¢nemky. "BECIIJIATHO" - moxyman JI'oTHK, HO 0Ka3aJl0Ch, YTO 3TO HE POCTO (IIeliKa, a eIl
OyNIBDKHUK U(POBHIX TaifH, OCTABICHHBIN HA MTAMSATH HEKUM 3araJIouHbIM 4apo/1eeM, KOTOPBIT
pELINI 3aMyTUTh TaKYIO 3araJloYHyI0 UTPY Ha Bbly)KMBaHUE KJII04a JJOCTYIIA, YTO caM Obl B HEW HE
CIPaBUJICA... TYT HE 00OMTHCH O€3 YEKAaHHON MOHETBHI.

[lenb pa®oThl: MOJy4eHUE AOCTYNA K (pary

Wtor paboThl: NOJYyYUTH JOCTYH A0 (iara

Kputepuii o1ieHKH: peoCTaBIeHNE TPaBUIBLHOTO (priara

PexomentyemMble mpeaycTaHOBIACHHbBIC yTHaUThL: bash, python

Linux\Unix (adm) - pam postexploiatation

Ha ognom u3 BeO cepBepoB Kpemoctu Craporo Mopsi 3aMeTHIIM TTOI03PUTEIBHYI0 aKTUBHOCTh —
Ternepb TaM OOWTAIOT YYAOBUIIA... KTO-TO MOXET BXOJUTh B JIIOOblE aKKayHTBl - 4YTO K€
npon3onuio? s pemenus 3aganus HaauTe ¢uiar B CKOMIIPOMEHTHPOBAHHOM CHUCTEME

[{lenb paOoThI: MccIeI0BaHUE JaMIa CUCTEMbI

Htor paboThl: HalWTH (uIar B CKOMITPOMETUPOBAHHOM CHUCTEME

Kputepuii olieHKH: IpeJ0CTaBIeHIE KOPPEKTHOTO (hiara

Pekomen tyeMble peycTaHoBIeHHBIE YTHIUTEL: bash, python

Forensics - ransome lab incident

OuepenHO# 3aKa3... y Hallero KJIMEHTa — KyIIa JHIIb TyOJIMKAT 3a4apOBaHHOW CUCTEMBI ... BCE
CBUTKU 3areMHeHbl MarmdeckuMm mmdpom... [IOMOI'UTE mue pacmmdpoBarh TauHCTBEHHBIN
MepraMeHT ¢ pyHaMH Ha Ha paboyem cToJie.

! !eJ'IL [Za6OTI>IZ HCCICAOBAHUEC JaMIla CUCTCMbI

Htor paGoThl: MOTY4UTh JOCTYI 10 (para (ompeaenuTh JOruKky mudpoBaibiiuka U 1emndpoBaTh

Gaiin)

Kputepwuii onieHKH: MPEAOCTAaBJICHUEC KOPPEKTHOT'O (I)nara.

Pexomentyemble npeiycraHoBIIeHHbBIE YTHIUTBL: bash, python



CoxeTtnl B Bebe

Bbr oOydaetecs Aperyse, (haHaT TpaHCcopTa U He JaroduTe npuiokeHus? Ilpuaymany KiIaccHBIH
KOCTBUIb - JIydliee u3 000uxX MUpPOB!

[{enb pabOTHI: WCCIIEAOBAHKE JIOTUKNA PabOThI Web-TIPHIIOKEHHS | MOJTydeHre A0CTyna K (rary

Htor paGoThl: MOTYYUTH JOCTYI 10 duiara

Kpurepuii orieHKH: MpeIoCTaBICHUE KOPPEKTHOTO (hiara

PexomentyemMble peiycTaHOBICHHBIC YTHIUTBL: Burp Suite, python

Web - no ommoékam Bciienyio

[Tocne toro, xak I'epanbT u3 PuBnu ycnemHo nodeaun MOHCTPA, MOSBUIOCH HOBOE HCIIBITAHUE —
B3JIOMaTh CUCTEMY JIPEBHHUX MaroB, NOCTPOEHHYI0 Ha CTPYKTYPUPOBAHHOM XPAHWIHILE JAHHBIX,
/1€ TI0 HEKOTOPBIM MPENOJI0KEHUAM, XpaHUTCA BakHast nHGopmanms o [Ipennaznauenun.

Bama muccus 3akitoyaeTcsi B TOM, 4TOOBI MPOIKCIUTYaTHPOBATh MOTEHIIMATIbHBIE YSI3BUMOCTH B
00x0/1e orpaHMYeHUI BBO/Ia JTaHHBIX, KOTOPbIE MOT'YT MO3BOJUTH U3MEHSTH CTPYKTYPY 3alIPOCOB K
sTOMy XpaHunuily. [loMHuTE, 4TO BeAbMaKy MOJIE3HO HE TOJBKO 3HATh, KAK B3aUMOJECHCTBOBATh C
KUBBIMHM CYIIECTBAMHM, HO U KaK B3JIOMaTh CHUCTEMbl 0e3 HCMOJIb30BaHUS TPAAUIIMOHHON sql-
WHBEKLINM.

[{enb pa®oTHI: MCCIIEIOBAHUE JIOTHKHA PAaOOTHI Web -TIPHIIOKEHUS U TTOJTydeHUE T0CTya K ¢uiary

Htor paGoThI: MOTY4IUTh AOCTYN 10 (prara

Kputepuii o11eHKHU: IpeJ0CTaBIeHIEe KOPPEKTHOTO iara

PexomMenyemble mpenycTaHoBiIeHHbBIC YTHAXTEL: Burp Suite, python

Reverse - heap

Z[axce CuJlaMH CTYACHTOB aKaJACMUU ApTy3a HE€ OCTaHOBHTH J3TOT I/IMHOpTOSaMeH_[aIOH_II/Iﬁ BHXPb
Marvuu - 1nepecJa HaMu oqepez[Hoﬁ TECTOBBIN CTCHA, 3aJIUTBIA CUSHHUEM APTYMCHTOB. HpOBepI/IM XKE,
HACKOJILKO 0€30I1aCHO BCE B DTOT pas...

Bengsmak FepanLT, €T0 yuCHUIa ]_II/IpI/I U CIIyTHHUILIA I/ICHHI/I(bep BHUMATCJIbHO U3Yy4arOT MAarudceCcKyro
KOHCTPYKIIHUIO. XaoTHUYHO MCpHAOIHE PYHBI Ha KaMEHHOM OalrHe cpeau HE MPEABCIIAOT HUYCTO

Xopouiero. Ho namum reposm HE BHCpBOfI CTaJIKUBATbCsA C HCU3BCCTHOCTBIO M OITACHOCTBIO.

[Toaxirouenue k cepBuCy ocylecTBiseTcs yepes netcat: "ne <[P> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS TIOCIIE MOAHATHE UHCTaHCA 3aJaHHUs.

ﬂem; [23.60TBIZ HCCICIOBAHUEC JIOTUKHU paGOTBI MporpaMmaI



HTor paboThl: ONIPEAeTUTh YA3BUMOCTh B HCXOAHOM KOJIE, TOIKCIUTYaTUPOBATh 3Ty YA3BHUMOCTD,
MOJIyYHTh JAOCTYII K (uiary

KpuTepuii OIEHKH: TIPEI0CTaBICHUE KOPPEKTHOTO (hara

Pexomenryembie npenycranosieHnbie yrunutel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

[xonbauma-senpma u3 HoBurpama, Mapraputa, oO6Hapyxwmia B "BunorpagHom CoooOmectse"
CBUTOK C IIPOTpaMMO-3aKIMHAaHUEM Ha 3aXBaT BJIACTH. BbIBIINI Biajener CBUTKA Mcue3, O3TOMY
eil mpunercs pazoOparbcs B ApeBHEN MPOrpaMMHON Maruu camocrtosteibHO. K cuacTelo, 1IKkoia B
Jlomuu yxxe naBHO 00y4yaeT TAKUM HaBbIKaM.

[lenb paboThI: MCCIEA0BaHNE JIOTUKU paOOThI TPOrpaMMBbl
Utor paboThl: ONpeAeTUTh JJOTUKY pabOThl IPOrPaMMBI, MOJIYYUTh TOCTYH K (rary

Kpurepuii o1ieHKH: MpeI0CTaBICHNE KOPPEKTHOTO durara

Pexomenryembie mpeaycTanoBiaeHHbie yruuthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf

Reverse (pwn) - free me up

Tanueli kon mig aktuBanuu Bennmaubero 3Haka Uram - HOJIbB HOJIB HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxxenusii koa nericrBoBai ¢ 1060 mo 1127 rox, B snoxy Benukoro
Beapmaka. Opnako ['epanbt u Lupu poawnuces eme mnosxke, B 1290 romy, u 3TOT KOa, K
COKaJICHHIO, JUIsi HUX He moaxoauT. [lomorute Hamum benomy Bousiky m JlacTouke pacKpbITh
CEKPETHYIO TMOCIEA0BATEIbBHOCTh U aKTUBUPOBATh 3HAK WIrHHM, YTOOBI CITacTU MUP, U3yBCUCHHBIN
BolHOM ¢ Hunbgraapmom.

[TonknroueHue K cepBucCy ocyiecTBisiercs yepes netcat: "'nc <IP> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS TIOCJIE TIOJHATHE UHCTaHCA 3aJaHHUs.

! !eJ'IL [Za6OTI>IZ HCCICOOBAHUC JIOTHKH pa6OTBI IIporpaMmbl

Htor paGoThl: ONIPEAeNUTh YI3BUMOCTb B UICXOTHOM KOJI€, IO3KCIITyaTUPOBATh 3Ty YSA3BUMOCTb,
MOJIyYUTh JOCTYH K (hrary

Kpurepuii o1IeHKH: TpeJocTaBIeHUue KOPPEKTHOTO (para

Pexomenyembie npenycranoBieHnbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MU - just nginx

I'epanbt n3 PuBun nonyuaer HoBoe 3aganue. CereBoil nemon NGINX ya3sum ans Cuit 3na, Hy»KHO
€ro MpOaHaIM3UPOBATH U UCIPABUTH YA3BUMOCTH B KOH(puUre. DTOT 3aKka3 nmoTpedyer oT Benpmaka
3HAaHUH B KOJMHTE. .. IOMOTHTE [ epanbTy BBIOJIHUTE MUCCHIO.

[{enb pabOTHI: ONPEETICHUE M HCIIPABIICHHE YSI3BUMOCTH B KOH(UTYparuu nginx

Utor paboThl:
3arpy3uTe B IIpelOCTaBIeHHbIE (GOpMbI 2 daiina:

1. TeKcTOBBIH (paiia c onucaHueM ysSI3BUMOCTH
2. cTpaBJIeHHbIA KOH(MUTYpALlMOHHBIN (haiin

Kpurepuu oneHku:

* KoppekTHo onpezeneHa ysa3BUMOCTb - 1 Gann

* KoppekTHo ucnpaBieH KOHQUrypallMoHHbIHN ¢aiin - 2 6ania

* HE koppekTHO onpe/iesieHa ysa3BUMOCTh - MUHYC 1 Oamn

* OTcyTCcTBYET OnUcaHue ysi3BUMocTH - MuHyc 0.5 Oanna

AHasm3 Tpaduka

Ha Ckesure mpoM30III0 YTO-TO CTPANIHOE, OJHAKO BCE UTO OcTanoch Menuudop u MbIoBypy
IV TIPOBEIECHUS SKCHEepTU3bl - 3amuch Tpaduka. Ilomormte waponeiike u apymay npoBecTH
paccienoBaHue 1a0bl MPEIOTBPATUTh MOAO0OHBIE MHIMACHTHI B OyaymeM. i 3Toro: onpenenure
IP-anpec aTakyrorero, onpeaenuTe TUI aTaku, CO3JaiTe mpaBwmiia iptables st mpemoTBparie HUs
AHHOMW aTaKH.

Pemenne pa3smectuTe B CETEBOM marke, mMpoayoinupyiTe Ha pabodeM ctoiie Bamei BUpTyanbHOM
MalIuHbl Y4aCTHUKA.

BAXHO: |P-agpec arakvioliero - HWHAMKATOD pelleHds 3ajadusi, paboThl  VYACTHUKOB,
HEKOPPEKTHO \ HE ONPEIETMBIINX Er0 - HE MOJUICKAT NAIbHEHIIEN poBepKe!

Ilenpto paboOTHI sBIAETCS LEMOYKU TMpaBui iptables /st OJOKMPOBKHM aTakH, MPEJACTABICHHOUW B
UCCIIEIyeMOH 3armucu Tpaduka.

[Tpu sToM TpebGoBaHus K MpaBuily iptables:

1. B xauecTBe Ha3BaHUA LIETIOYKH MPABUI - YKAXKHUTE MIPEAINOIaraeMblidi BUI aTaKu

2. YKaxuTe npeebHOe YUCIIO MAaKeTOB B €UHHILY BpeMEeHH (IaKeThl OyayT MPOXOIUTH MIPaBUIIO
TOJIBKO TIOCTIE TIPEBBIIICHUS OTPAaHUYCHUS) PaBHBIM | B CEKyHy

3. YKkaxuTe MakCUMallbHOE 3HAUE€HHE CUETYHNKA MMAKeTOB, IPU KOTOPOM CpabaThIBAET OrpaHUYCHHE
paBHbIM |

YcnoBue Ha JONOJHUTENbHbIE OalIbl:
* Hanumute shell-ckpunrt (.sh) s 6:10KkMpPOBKH aTaky - 2 Oansa




Htor paboThi:
1. Cnansblii B TecToBYIO cuctemy [P -aapec arakyromiero

2. TekcTOBBIH (paiia ¢ HAMMCAHHOM LETIOYKOM MPpaBUIT
3. shell-ckpunt noarpyxaromiuii npaBuiIa

Kpurepuu o1ieHKH:

» KoppexrHo onpenenen [P-aapec arakyromiero - 1 6ain

» KoppekTHo onpezeneH Buj araku - 1 Oamia

* Co3nmano npaBuJio iptables yist OJTOKUPOBKH aTaku - 2 6amia

* 3a KaXXJI0€ OTCYTCTBYIOIIEEe TpeboBaHue - MUHYC 1 Oan

* BeimostHeHo aor11. ycinoBue (.sh CKpUnT noArpyxaromuii mpaBuia) - 2 6auia



