IIpakTuyeckoe 3a7aHue 1Jisl PETHOHAJIBHOI0 3TAINIA BCEPOCCUICKOH OJIUMITHA/IbI
HIKOJbHUKOB 10 TeXHOJa0TuH 2023 — 2024 y4yeOHBIN rojg
IIpopuns «MupopmannoHHass 6e30IACHOCTDH
10 knacc

TemaTuku 3a1aHuil

B Type HeoOXoauMo pemuTh Kak MOXHO Oojbiie 3amaanuii. Habopsl 3amanuii OpueHTHPOBAHBI HA
KOMILJIEKCHYIO ~ OLIEHKY HaBBIKOB YYaCTHMKOB  3aKIIOUYMUTEIBHOIO Typa U  OXBaThIBalOT
MIEPEYUCIIEHHBIE HI)KE TEMBI:

1. PeBepc (aHanu3 UCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX MPOTPaMM)

2. Web (MouCK ysS3BUMOCTEH Web-TIPHITIOKEHHI)

3. Forensics (TouCK cieoB MHINUICHTOB HHPOPMAITMOHHON O€30TaCHOCTH)

4. Linux\Unix (HaBbIKK aJMUHUCTPUPOBAHHUS OMIEPAIIMOHHBIX CHCTEM)

5. AHanu3 Tpaduka

6. Cpenctra 3amutsl nHGopMarwm (C31).
IIpumeyanus:

Onenka 3aganuii (kpome Ttematuku C3UW) mnpousBoAuTcs aBTOMAaTHYeCKH IO (akKTy
pa3MelnieHus] yYacTHUKOM B TOJie JJIsl BBOJIAa KOPPEKTHOTO (hara — CTPOKH OMNPEIEICHHOTO BHA
(mrabnon OynmeT O3BYYEeH Iepel HadajaoM Typa), JOCTYI K KOTOPOMY SIBJISIETCS HHAUKATOPOM
YCIIEIIHOTO PelIeHUs 3a1aHus.

Ouenka 3aganuii mo Ttematuke C3UM mnpou3BOAUTCA OpraHu3aTOpaMyd Ha OCHOBAHUU
MIPEIOCTABICHHBIX yYaCTHUKaMU (haitsioB.

MakcumanbHO BO3MOKHOE YHCIIO OAJIJIOB 32 MPAKTHYECKUH Typ — 35 GaiioB.

HNudpacTpykrypa yyacTHUKA
1. Ha IIK yyacTHHKa OJMMIHUABI IOJHDKEH OTCYTCTBOBATh JOCTYI B ceTh “MHTepHeT”.
2. HaIIK yuacTHHKa ycTaHOBIIEH runepausop VirtualBox!.
3. YyacTHHMKY mOpenocTaBisercs o0Opa3 BHUPTyalbHON MalIUHBI ¢ HEOOXOJMMBIM IMPOTPAMMHBIM
obecrieueHreM /sl pellieHus 3aJaHnii. BUpTyanbHyr0 MaliuHy y4acTHHKa TpeOyeTcs 3amyCTUTh A0
Hayala MpakTUYecKoro Typa.
4. Ha cepBepe opraHm3atopoB 3amycKaeTcsi BUpTyalibHas mamuHa ¢ [lmatdopmoii ¢ 3amaHusmu,
KOTOpasl HCHOJb3yeTcs [UId peIIeHus BceX 3aJaHui, Kpome 3anaHuii mo pabote c C3MU.
Pazeepmuieanue Ilnamgpopmor o0na Kaxcoozo kKnacca npou3e00UmMcAa HenoCpeoCmeeHHo20
opeanuzamopamu He panee uyem 3a 1 0env 00 npogedenus npakmuyeckozo mypa. BupryanbHas

MalirHa C HnaT(bopMoﬁ TAKXC OOJIPKHA OBITh AOCTYyIIHA 110 JIOKaJIbHOM CE€TH ¢ MaIlliH Y4aCTHUKOB.

1 https://www. virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. JIns 3arpy3ku ydacTHUKaMH (hailioB (CKpUHIIOTOB, CKPHUIITOB, KOH(MUIYpalMOHHBIX (hailioB H
T.I1.), TOATBEP)KIAIOIIMX BBINOJHEHUE 3afaHuil Tematuku C3U, opraHuszatopbl HOpenoOCTaBAT
MEXaHU3M HHIMBHIYaIbHON 3arpy3ku 3THX (aioB (MHAMBHIyaIbHBIE MAlKH C MEPCOHATBHBIM
JOCTYIIOM JIJISl K&KJIOTO YJacTHHUKA).

OO0uue TpeGoBanust
1. Jlo Hayama nOpakTUYECKOTo Typa Heobxoaumo oOecneunts poctyn ¢ IIK ywactHukoB K
[Tnardpopme ¢ 3amanusmu, pazBepHyToil Ha cepBepe. Ha skpanax IIK ydacTHuKa HOKHBI OBITH
BBIBEJICHBI OKHA PErrCcTpaliy Ha I1aT(opme ¢ 3aJaHUIMH.
2. Ilocnme crapra NpakTUYECKOTO Typa, YYacTHUK JOJDKEH BBINOJIHATH 33/aHUs IOJHOCTBHIO
CaMOCTOSITENIbHO. 3aaHus pacnoiokeHsl Ha [lnatgopme. [IporpaMMHbBIT HHCTpYMEHTapUi sl UX
pelIeHts IOCTYIEH Ha BUPTYyaabHbIX MamuHax Ha 1K yyacTHUKOB.
3. Ilo okoHYaHUU pelnIeHHs 3aJaHUH YIACTHUK OJIMMITUAbI MOXKET NOKUHYTh ayJAUTOPHIO.
4. Hatinennsie ¢uiaru (kpome 3amanuii C3U) BBogarcs Ha [Tnatdopme. KonmdecTBo momnsIToOKk BBOIA

(bnara He orpaHu4eHo. 3a OoMMOOYHO BBEICHHBIN (hyar O0ayuibl He CHUKAIOTCS.

Tectosbiid CTFd BCOLL

Challenges

QopeH3unka

web

Pucynok 1 — npumepHsIii BU1 3xpanHoro unrtepdeiica [Inardopmsl ¢ 3agaHussMu

ITopsimoxk npoBeaeHust
JUTUTENbHOCTh TPAKTUYECKOTO Typa (BBINOJIHEHUE MPAKTHYECKUX 3a/aHuil) ais ydacTHUKOB 10
kiacca cocraiser: 180 munyt (6e3 ydera nepepsiBoB). B ciiyuae oOHapy:KeHUSI HEUCIPAaBHOCTH B
000pyZI0BaHNY, BO3HHKILIEH HE MO BUHE YYAaCTHHKA, MO PEIIEHUI0 HAOMIOAATeNs JaHHBIH y4aCTHUK
MoOKeT mepecectb Ha pesepBHbI IIK. Bpewms, 3aTpaueHHOe Ha BBISABIEHHE U YCTPaHEHUE TaKOMH

HCUCIIPAaBHOCTHU KOMIICHCHUPYCTCH.



Hlugp yuacmnuka

KapTa OLHCHKH YYACTHUHKA PErMOHAJBHOI'0 3Tala — 10 knacce

Ne TemaTuka 3a1aHus Kpurtepun ouenku Bcero Bbanibl o
3aaHus 0a/10B ¢pakTy

1. Linux\Unix (misc) | ®akt pa3MenieHus YYacTHHKOM B 1
T0JI€ JIJIsl BBOJIa KOPPEKTHOTO (hiara

2. Linux\Unix (adm) | @akT pa3MemnieHndss y4acTHUKOM B 2
T0JI€ JUTSl BBOJIa KOPPEKTHOTO (hiara

3. Forensics @akT pa3MemIeHHs YYaCTHHUKOM B 3
TI0JI€ JIJ1sl BBOJIa KOPPEKTHOTo (hiara

4. Web @akT pa3MemieHuss YYaCTHHKOM B 3
TI0JIe JIJ1sl BBOJIa KOPPEKTHOTo (hiara

5. Web @dakT pa3MemeHus: YYaCTHHKOM B 5
ToJie JIjIsl BBOJIa KOPPEKTHOro (hiiara

6. Reverse ®dakT pa3MemeHdus YYaCTHHKOM B 3
oJie Jyisl BBOJIa KOPPEKTHOTO (hiara

7. Reverse @akT pa3MelleHUs YYaCTHUKOM B 5
ToJie JU1sl BBOJIa KOPpEKTHOTO (prara

8. Reverse (pwn) @dakT pa3MelIeHUs YYaCTHUKOM B 6
oJie UTsl BBOJa KOPpEeKTHOTO (prara

9. C3n Kpurepun OLEHKM TpUBENECHBI B 2
3aJJaHUN

10. C3U + Ananu3 Kputepun OlEHKHM TpUBEICHBI B 5

Tpaduka 3aJlaHuU

X

35




3aganus

Linux\Unix (misc) - ¢emxa Bo3MoKHOCTEIH

OObIKHOBEHHBIN THHENWKEp JIFOTUK HATKHYJICS HAa 0€3001IHO BBITJISAIBIBAIOILYIO U3 O/1yBaHUHUKOB
¢nemky. "BECIIJIATHO" - moxyman JIroTHK, HO 0Ka3aJloCh, YTO 3TO HE MPOCTO (bIierika, a melblii
OyJBDKHUK I (PPOBBIX TaiiH, OCTABICHHBIN HA MAMITh HEKHM 3araJIouHbIM 4apoieeM, KOTOPBIH
pELINII 3aMyTUTh TaKYIO 3araJIoYHyI0 UTPY Ha Bbly)KMBaHUE KJIK0Ya JOCTYIa, YTO caM Obl B HEHl He
CIPaBUWJICS... TYT HE 000OUTHCH O€3 YEKAaHHONH MOHETHI.

[lenb paboOTHL: MOJy4eHUE AOCTYNA K (pary

WTor paGoThl: NOJYYUTH JOCTYM 10 ¢uiara

Kputepuii o1ieHKHU: MpeoCTaBIeHNE MPABUILHOTO (priara

PexomMenyemble mpeaycTaHOBICHHBIE YTHIUTHL: bash, python

Linux\Unix (adm) - ssh postexploiatation

Ha oanom u3 Be6 cepepoB Kpenoctu Craporo Mopst 3aMeTHIIN OJ03PUTETbHYIO aKTUBHOCTB -
Ternepb TaM OOUTAIOT YYJOBHINA... BCKOPE YYETKH BCEX, KTO BXOJAUJ MO ssh Ha cepBep 0Kazaauch
B3JIOMAaHBI - 4TO ke Mpou3o1nuio? JIjis pemenns 3aaanusi HaiguTe ¢uiar B CKOMIPOMETHPOBAH HOM
cUCTEME

[{enb pabOTHI: MCCIIEOBAHKE TaMITa CUCTEMBI
Htor paGoTel: HalWTH (uIar B CKOMIIPOMETHPOBAHHOM CHCTEME

Kputepuii olleHKH: IpeJ0CTaBIeHIE KOPPEKTHOTO iara

PexomentyeMble npeiycraHoBiIeHHbIe yTuinThl: bash, python

Forensics - ransome lab incident

OqepenHoﬁ 3dKa3... Y HaAlICro KIIMCHTaA — KYIIIa JIHUIIb ,HY6J'II/IKaT saqapOBaHHoﬁ CHUCTEMBI ... BCC

CBUTKU 3aTeMHeHbl MarumdeckuMm Mmudpom... [IOMOI'UTE wmue pacmmdpoBaTh TaMHCTBEHHBIH
MepraMeHT ¢ pyHaMu Ha Ha pabodem cToJie.

! !eJ'IL |28.60TBIZ HCCICAOBAaHUEC JaMIla CUCTCMbI

Htor paGoThl: MOTY4UTH JOCTYI 10 ¢uiara (ONpenesnuTh JOTUKY MK(pOBalbIIUKa U AU (PPOBATH

Gaiin)

Kputepuii onieHKU: MMPpEaAOCTaBJICHUEC KOPPEKTHOT'O (I)nara.




PexomMenyemble npenycTaHoBieHHble yriauThl: bash, python

Web - Bcé no maodaony

Otmen pa3paboOTKH HCCIEIOBATENILCKOTO IICHTpa ApeTy3bl MHUIIET pPeaau3aluilo OaHKOBCKOTO
npoueccuHra Ha Oepecrte. JlaHHOM HMHHOBAallMOHHOM TEXHOJIOTMH OCTAJOCh JIMIIb MPONTH Bce
HEOOXO/MMBIE ayTUTHl 0E30MacHOCTH 4YTOOBI €€ Haudal MCIOJIb30BaTh MOJHBIA HoBurpaackuit
cTapTa.

[{enb pabOTHI: MCCIIEAOBAHKE JIOTUKA paOOTHI Web -IIPHIIOKEHHS U TIOJTydeHHe JoCTyna K (rary

WTor paboThl: NOJYyYUTH AOCTYI 110 (hiara

Kputepuii o1ieHKHU: MpeI0CTaBICHHE KOPPEKTHOTO dutara

Pexomentyembie mpeaycTaHOBIACHHBIC YTHINTRL: Burp Suite, python

Web - no ¢pparmenram

IMTocne Toro, kak I'epansT w3 PuBHMU ycmenrHo moOEAnI MOHCTpA, TOSIBUIOCH HOBOE HCIBITAHHUE —
B3JIOMAaTh CHCTEMY JIPEBHUX MaroB, MOCTPOCHHYIO Ha CTPYKTYPUPOBAHHOM XPAHUIIUINE JAHHBIX, T/IE
10 HEKOTOPBIM TIPE/ITOJIOKEHHUSIM, XPAHUTCS BaxkHast HH(popMarwms o [IpeaHasHaueHun.

Bamra muccusi 3aKimodaeTcss B TOM, YTOOBI MPOIKCIUTYaTHPOBATh MOTCHIUATBHBIC YSI3BUMOCTH B
00x0/ie OrpaHIYCHHI BBOJA JaHHBIX, KOTOPbIE MOTYT MO3BOJIUTh M3MEHSTh CTPYKTYPY 3alpocoB K
3TOMY XpaHmwininy. [IoMHHTE, YTO BebMaKy IOJIC3HO HE TOJBKO 3HATh, KaK B3aUMOICHCTBOBATH C
)KUBBIMH CYIIIECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0€3 HCIIOJIb30BaHHS TPAAUIIMOHHON sql-
HUHBEKIHH.

! !eJ'IB [Za6OTHZ HCCICAOBAHUC JIOTHKN pa6OTBI web -IIPUJIOKCHHUA U IMOJTYYEHUEC JOCTYIIA K (bnary

Htor paGoThl: MOTYyYUTH AOCTYII 110 (pyiara

Kputepuii onieHKU: IpeI0CTaBIeHIE KOPPEKTHOTO iara

PexomMenryemble npeycTaHoBICHHbBIC yTHIUThL: Burp Suite, python

Reverse - stack here

Z[axce CUJlaMHU CTYACHTOB akKaJIleMHUUu ApTy3a HC OCTAHOBHUTHL JOTOT I/IMHOpTOSaMeH_IaIOH_II/Iﬁ BUXPb
Marvv - 1nepca HaMu O‘leCI[HOﬁ TECTOBBIN CTCHA, 3QJIUTHIN CUSHUEM ApPTYMCHTOB. HpOBepI/IM XK€,
HACKOJIBKO 6630HaCHO BCC B 3TOT pas...

Benpmak I'epanbt, ero yuenuna Hupu u cnyrauna Mennudep BHUMATENbHO W3y4arOT MarudecKyro
KOHCTPYKIMIO. Xa0TUYHO MepLaloIlie pyHbl Ha KaMEHHOM OalllHe cpeiu He MpeABELIatoT HUYEro
xopouero. Ho Hammm reposiM He BIIEPBOIl CTAIKUBATHCS C HEU3BECTHOCTBIO M ONTACHOCTBIO.



[Tonxmrouenue K cepBUCy ocyiecTBisieTcs: yepes netcat: "'nc <[P> <PORT>" IP aapec u nopt
MOSIBJIIFOTCS MOCJIE MOJHATHE UHCTAHCA 3aJaHusl.

[{enb pabOTHI: MCCIIEOBAHUE JIOTHUKH PaOOTHI IPOTPAMMBI

Htor paboThl: ONpEAETUTh YI3BUMOCTb B UICXOHOM KOJI€, O3KCILTyaTUPOBAaTh 3Ty YA3BUMOCTD,
MOJIyYHTh JIOCTYI K (uiary

KpuTepuii OlleHKH: TIPEOCTABICHIE KOPPEKTHOTO (iara

Pexomeniyembie mpenycranosiaennbie yruauTbel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse - crackme

HIkonsHuna-senpMa 3 Hosurpana, Maprapura, obHapyxuna B "Bunorpamgnom CoooOuiectse"

CBHUTOK C MPOTrPaMMOK-3aKJIMHAHWEM Ha 3aXBaT BIACTH. bBIBIIMI Blajeliell CBUTKA MUCYE3, MIOITOMY
eil mpuaetcst pazoOpaThCsi B ApeBHEH MPOrpaMMHOM Maruu camocTosaTenabHo. K cuacThlo, mIkoia B
Jlomuu y)xe TaBHO 00y4JaeT TaKUM HaBBIKAM.

[{enb paboThI: MCCEAOBAHUE JIOTUKH paOOThI TPOrpaMMBbI

Htor pabGoThl: onpeAeTuTh JOTUKY paboThl MPOTrpaMMBbl, MOJTYYUTh TOCTYH K ¢uiary

Kputepuii o11leHKH: peI0CTaBICHHUE KOPPEKTHOTO hrara

Pexomenyembie mpeaycranosiaennbie yrumutel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse (pwn) - ptr

Tanuei kon g aktusanuu Beapmaurnero 3uaka Uruu - HOJIb HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb. IIpeanoxennsiii koa aeictBoBai ¢ 1060 o 1127 rox, B anoxy Benukoro Benpmaka.
Onnako I'epanbT 1 Llupu poaunuce eme nosxe, B 1290 roay, 1 3TOT KO/, K COKAJIICHUIO, 1JIsl HUX HE
nogxomuT. Ilomorure HammMm  bemomy Boaky wu  JlacTouke  pacKpbITh  CEKPETHYIO
MOCJIEIOBATEIbHOCTh M aKTUBHUPOBATh 3HaK WrHu, 4ToOBI cmacTd MUp, U3YBEUCHHBIH BOWHOU C
Hunbsdraapgom.

[TonkmroueHue kK cepBUCy ocylecTBIseTcs yepe3 netcat: "'nc <IP> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS TIOCJIE TOJHATHE MHCTAHCA 3a/IaHusl.

QCHL [2a6OTLIZ HCCICIOBAHUC JIOTUKHU pa6OTI:>I MporpaMmaI

HTor paboThl: ONIPENETUTh YI3BUMOCTb B UCXOJAHOM KOJI€, TOIKCIUTYaTHPOBATH 3TY YSI3BUM OCTb,
MOJIYYHTh JIOCTYI K (hraary

Kputepwuii oieHKH: IpeaOCTABJICHUC KOPPECKTHOTO q)nara




Pexomentyembie npenycranosieHHbie yrunutel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

C3MU - just nginx

I'epanbt 3 PuBnn nonyuaer HoBoe 3ananue. CereBoit 1eMoH NGINX ya3sum juist Cun 31a, Hy»)KHO
€ro MPOAHATM3UPOBATH U MCIIPABUThH YSA3BUMOCTH B KOH(HTe. ITOT 3aKa3 norpedyer ot Benpmaka
3HAaHUH B KOJWHTE...NOMOTUTE [ epanbTy BHIIOIHUTH MUCCHIO.

[lenb paOoThI: ONpeeseHre U UCIIPABIIEHUE YSI3BUMOCTH B KOH(UTYpalluK nginx

Utor paboThi:
3arpy3uTe B IIPEIOCTaBJIEHHbIE POpMBI 2 (aiina:

1. TekcTOBBIN (ailsl c OMCaHUEM YA3BUMOCTHU
2. UcTpaBJeHHbIN KOHPUTYypaIlIMOHHBIHN (aiin

Kpurepuu oneHku:

* KoppekTHo ornpenienena ya3BUMOCTb - 1 6armn

* KoppekTHo ucnpaiieH KOH(GUTYpallMOHHBIN ¢aiin - 2 6ania

* HE xoppekTHO ompe/ieneHa ysi3BUMOCTh - MUHYC 1 Oan

* OTCYTCTBYET ONHUCAaHKE yA3BUMOCTH - MUHYC (.5 Oamna

AHajm3 Tpaduka

Ha Ckemutrre mpoM30IIIIO YTO-TO CTPAIIHOE, OAHAKO BCE UTO 0CTAN0Ch Mennndop 1 MbImoBypy st
MPOBEJIEHUS] DJKCIepTU3bl - 3amuch Tpaduka. [lomorure wyapoxaelike W JApyuay MPOBECTH
pacciefoBaHue 1a0bl MPEAOTBPATUTH MOAOOHBIE MHIMIEHTHI B Oyaymiem. J{is aToro: ompenenure
IP-anpec atakyromiero, onpeaenuTe THN aTakW, CO3JaiiTe mpaBuia iptables s mpeaoTBpamieHus
TAHHOMW aTaku.

Pemenne pasmecture B ceTeBOW mamke, mpoayOnupylTe Ha paboueM croje Bamielr BupTyanbHON
MalIuHbl Y4aCTHUKA.

BAYKHO: [P-anpec arakymoomero - WHAMKATOpP PEIICHWS 3alaHus, Pa0oThl YYaCTHHUKOB,
HEKOPPEKTHO \ HEe OMPEICTUBINNX €r0 - He MOJUIKAT JabHEHIIIeH mpoBepke!

Lenbto paboThl sBIsETCS IEMOYKW MpaBui iptables ans OJOKMPOBKU aTaku, MPEICTaBICHHON B
UCCIeTyeMOU 3aucH Tpaduka.

[Tpu sTOM TpeboBaHus K mpaBuily iptables:

1. B xaduecTBe Ha3BaHMs [EMOYKU MPABUI - YKAKUTE MPEANOTAraeMblii BUI aTaKH

2. YKaxuTe TpeJebHOe YHUCIIO MAKeTOB B €IMHUILY BpEMEHH (MaKeThl OyIyT M POXOJIUThH MPABUIIO
TOJIBKO TIOCJIE TIPEBBIIICHNUS OTPAaHUYCHHUSI) paBHBIM | B CEKYHy

3. Ykaxxure MakCUMalbHOE 3HaYCHHE CYETUYMKA MaKEeTOB, P KOTOPOM cpabaThIBaeT OrpaHHYEHUE
paBHbBIM 2

YcnoBue Ha JONOJHUTEILHBIS OaJlIbL:




* ganmmure shell-ckpunt (.sh) ans GnokupoBku araku - 2 Gana

Htor paGoThI:
1. Cnannslii B TecToBYyIO cuctemy [P-aapec aTakytoiero

2. TexcToBbli (haiil ¢ HaNMCAaHHOM LIETIOYKON ITPABUII
3. shell-ckpunT nmoarpyxatoruii mpaBuia

Kpurepuu ouenku:

» KoppextHo onpenenen [P-aapec atakyroriero - 1 6ain

* KoppekTHo onpezeneH Bua araku - 1 Oamia

» Co3nano npasuJio iptables mist 01OKUPOBKH aTaku - 2 Gayia

* 3a KaXXJI0€ OTCYTCTBYIOIIEe TpeOOBaHME - MUHYC | Oasin

* BrimonHeHo fon. ycnoBue (.sh ckpunt noArpyxaromuii npasuia) - 2 6amia




