IIpakTnyeckoe 3aganue 1J1s1 PErHOHAJIBLHOI0 3TANA BCEPOCCUIICKON OJIUMITHA/IBI
IIKOJbHUKOB 110 TexXHoJ0rum 2023 — 2024 y4yeOHbIil rox
Ipopuiab «HpopMannoHHass 06€30MACHOCTH»
9 Knacc

TeMaTuku 3a1aHui

B Type HeoOXxoaumMo pemmTh Kak MOXKHO Oomnbiie 3amanuii. Habopel 3a1annii OpueHTHPOBAHBI Ha
KOMIUIEKCHYIO ~ OIICHKY HAaBBIKOB YYaCTHHUKOB 3aKJIOYUTEIBHOTO Typa M  OXBaThIBAlOT
MepeYHCIIEHHbIE HIKE TEMBbI:

1. PeBepc (aHamM3 UCXOIHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOrPAMM)

2. Web (nmowuck ys3BEMOCTEH Web-TIprioKeHui)

3. Forensics (oucK clie10B HHITUACHTOB HH(GOPMAIIMOHHON 0€301MacHOCTH )

4. Linux\Unix (HaBbIKK aJIMUHUCTPHUPOBAHHS OMEPALMOHHBIX CHCTEM )

5. Amnanu3 Tpaduka

6. Cpencrra 3amuTtel naGopmanmu (C31).
IIpumeyanus:

Onenka 3aganuii (kpome Ttematuku C3UM) Npow3BOAMTCA aBTOMATHUYECKH IO (PakTy
pa3MelleHrs YYaCTHUKOM B I0JI€ JJI BBOAA KOPPEKTHOro ¢jiara — CTPOKU OMNPEEICHHOro Bua
(mabnoH OymeTr O3BYYEH IMepel HadalioM Typa), JOCTYH K KOTOPOMY SIBJIICTCS WHIMKATOPOM
YCIIEIIHOT'O PEIICHHUS 3a/IaHHUs.

Onenka 3amanuii nmo temaruke C3M mnpous3BoguTCs OpraHM3aTopaMd Ha OCHOBaHUH
MIPEOCTAaBICHHBIX yYaCTHUKAMU (paitsioB.

MaxkcumanbHO BO3MOXKHOE YUCIIO 0aIoB 3a MpakKTHUYeCKUui Typ — 35 6aioB.

NudpacTtpykrypa yuacTHHKA
1. Ha IIK y4yacTHHKa 0IMMIMAJIbl JOJDKEH OTCYTCTBOBATh AOCTYI B ceTh “MHTepHeT”.
2. HaIlIK yuacTHUKa ycTaHOBJEH runepsusop VirtualBox?.
3. YyacTHUKY TpeocTaBisieTcsi 00pa3 BUPTYyalbHOW MAalIMHBI ¢ HEOOXOIMMBIM MPOTrPaMMHBIM
obecrieueHneM JUisl pelieHus 3aanuii. BupTyanpHyo MallluHy yyacTHHKA TpeOyeTcs 3allyCTUTh /10
HayaJjla IpaKTUYECKOro Typa.
4. Ha cepBepe opraHuW3aTopoB 3alyCKaeTcs BHPTyaidbHas MamwuHa ¢ Ilmatdopmoii ¢ 3agaHusMU,
KOTOpasi WCIOJIb3YETCsl JUIsl pElIeHUs BCeX 3aJaHuii, Kpome 3agaHuii mo pabore ¢ C3U.
Pazeepmuieanue Ilnamgpopmul 0na Kax3coozo knacca npou3zeo0umcsa HeENnOCpeocH 6eHHO20
opzanuzamopamu He pamnee yem 3a 1 0env 00 npogedenusn npaxmuydeckozo mypa. BupryanbHas

MarmHa ¢ [Inathopmoii Takxke JomKHA OBITH TOCTYITHA IO JTOKAIFHOM CETH C MAIllIMH YYaCTHHKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jlns 3arpy3ku ydyacTHUKaMu (aiijaoB (CKPUHILOTOB, CKPUIITOB, KOH(QUIYpalMOHHBIX (DaliIoB U
T.I.), NOATBEP)KJAIOLIMX BbINOJHEHHE 3anaHuil Tematuku C3U, opraHmsatopel IpenocTaBsAT
MEXaHU3M WHAMBHYaJbHOH 3arpy3ku 3TuX (ailjioB (MHIMBHUAYaJbHBIC MAIKU C IEPCOHAIBHBIM
JOCTYTIOM JUUISl KaX/I0T0 YYaCTHUKA).

OO01ue TpedGoBaHMs
1. Jlo Hayanma HpakTHYECKOro Typa HeoOxoaumo obecneunth goctyn ¢ IIK ydacTHUKOB k
[Tnatdopme ¢ 3amanusMu, pa3BepHyTol Ha cepepe. Ha skpanax [1K ydacTtHMKa TODKHBI OBITH
BBIBE/ICHBI OKHA PETUCTPalU Ha TIaTdopMe ¢ 3alaHUsIMU.
2. Ilocne crapra NpPakTUYECKOrO Typa, YYacTHMK JOJDKEH BBINOJIHUTH 3aJaHUs IOJHOCTBIO
CaMOCTOSITENbHO. 3afaHus pacnosnoxensbl Ha [Inatdopme. [IporpammubIil HHCTpyMeHTapui i UX
peleHus JOCTYIEeH Ha BUPTYyalbHbIX MamnHax Ha [1IK ydacTHHKOB.
3. Ilo oxkOH4YaHMUM pelIeHus 3aJaHui y4aCTHUK OJIMMIIHAJbl MOKET IOKMHYThH ayIUTOPUIO.
4. Halinennsie Quarn (kpome 3anmanmii C3U) BBomstcs Ha Ilmatdopme. KommdecTBO mombITOK

BBOJIa (prrara He orpaHUYeHoO. 3a OMUOOYHO BBEACHHBIN (ar 0ajbl He CHUKAIOTCS.

TecToseii CTFd BCOLL

Challenges

dopeH3uKa

Pucynok 1 — npuMepHbIii BUI sKkpaHHOro unrepdeiica [lnatdopmsel ¢ 3aganusiMu

ITopsinoxk npoBeneHus
JUINTEIbHOCTh MPAaKTUYECKOr0 Typa (BBIIOJIHEHUWE NPAKTHUYECKUX 3aJaHUM) Uil y4aCTHUKOB 9
kiacca cocraiyisier: 180 munyT (0e3 yuera nepepsiBoB). B ciiyuae oOHapyeHHsI HEMCIPAaBHOCTH B
00opyioBaHUM, BO3HUKILIEH HE [0 BUHE yYaCTHHUKA, [0 PEUICHUIO HAOII0AaTeNs JaHHBIH YYaCTHUK
MOXeT nepecects Ha pe3epBHbIM 1IK. Bpewms, 3aTpaueHHOE Ha BBISBICHHE M YCTPAHEHHE TaKOU

HCUCITPABHOCTU, KOMIICHCUPYCTCA.



KapTra oneHKH y4acTHMKA peruoHAJIBLHOro 3Tana — 9 kiace

HIugp yuacmnuxa

Ne Temaruka 3agaHus Kpurtepuu ouenku Bcero Baubl no
3a1aHus 0aJL10B paxry

1. Linux\Unix (misc) | ®akT pa3melmieHus y4YaCTHUKOM B 1
noJjie 11 BBOJIa KOppeKTHOro (hiara

2. Linux\Unix (adm) | ®akt pa3MmelieHuss Y4aCTHHKOM B 2
10JIe ISl BBOJIA KOPPEKTHOTO (hiiara

3. Forensics @akT pa3MmemieHus YYaCTHUKOM B 3
ToJIe U1l BBOIa KOPPEKTHOro (iara

4. Web @akT pa3MelleHUusT YYaCTHUKOM B 3
ToJIe 11 BBOZIa KOPPEKTHOro (iara

5. Web ®dakT pa3MelIeHHs] YYaCTHUKOM B 5
noJie JUIs BBOAA KOppeKTHOro (hiara

6. Reverse ®akT pa3MelleHUusT YYaCTHUKOM B 3
ToJIe 11 BBO/Ia KOPPEKTHOro (iara

7. Reverse @akT pa3MelleHUus YYaCTHUKOM B 5
TI0JI€ JIJTsl BBOAA KOPPEKTHOTO (hriara

8. Reverse (pwn) @akT pa3MeLIeHUS YYaCTHUKOM B 6
1oJIe IIsl BBOAA KOPpEeKTHOro (hiara

9. C3u Kpurepuun oneHku TNpuBEIeHB B 2
3aJaHIH

10. C3U + Awnamm3 | Kpurepun oOueHKM IIpUBEIEHBI B 5

Tpaduka 3a1aHUH
b 35




3ananns
Linux\Unix (misc) - ¢Jiemxa Bo3MoKHOCTEH
OObIkHOBEHHBIN TUHEHKep JIIOTHK HAaTKHYJICS HAa 0€300MIHO BBITJISIBIBAOLIYIO U3 OJyBaHUYUKOB
¢nemky. "BECIIJIATHO" - mogyman JIroTUK, HO 0OKa3a10Ch, 4YTO 3TO HE MPOCTO (HIeIIKa, a IeNbIi
OyNBDKHMK HUQPOBBIX TaiH, OCTAaBIEHHBIA Ha MaMsITh HEKUM 3araJlo4HbIM 4apojeeM, KOTOPbIi
peInI 3aMyTUTh TaKyIO 3araJlouHyi0 UTpy Ha BBIY)KMBaHHUE KJII04a JIOCTYIa, 4TO caM Obl B HEel He
CIPaBUJICS... TYT HE OOOMTUCH 0€3 YEKAaHHON MOHETHI.

[lenb pa®oThl: MOJyueHHUE AOCTYyMNA K (rary
Htor paboThl: MOIYIUTh AOCTYI 10 ¢uiara

Kputepuii orieHKHU: NpeaocTaBiIeHNe PaBUIIbHOTO (hiiara

PexomMeHnayembie IpeayCTaHOBICHHBIC YTUANTHL: bash, python

Linux\Unix (adm) - again and again postexploiatation

Ha omnom u3 Be® cepBepoB Ka’p MopxeHa 3aMeTWSIM TOAO3PUTEIBHYIO aKTUBHOCTh - YTO-TO
KUBET HA HHUX... M KKl pa3 Kak aJMUHHUCTPATOP YCTpaHSET CTpaHHOE MOJKIOYEHHE CHOBa
MOSIBJISAETCS, TYT O0€3 cepeOpPSHHON KOIIKK HE 000WTHCh. JIJis penieHus 3ajaHus HanguTe ¢Jar B
CKOMITPOMETUPOBAHHON CHUCTEME.

[lennb paOOTHI: HMCCIEOBAHNE JaMIIa CUCTEMBI
HTor paboTel: HAalTH (Iar B CKOMIIPOMETUPOBAHHOM CHCTEME

Kputepuii OIleHKH: TPeAOCTaBIeHHE KOPPEKTHOTO uiara

PexomMenayemblie peaycraHoBeHHbIe YTUIUTRL: bash, python

Forensics - ransome lab incident

OuepenHoll 3aKas... y HAllero KIMEHTa — KyMIla JUIIb TyOJIuKaT 3a4apOBaHHON CHCTEMBHI ... BCE
CBUTKH 3aTeMHEHbl MarndeckuMm mudppom... [IOMOI'MUTE mHue pacmmdpoBaTh TaWHCTBEHHBIN
NepramMenT ¢ pyHaMy Ha Ha paboueM CToJe.

! !CJIB [ZaGOTbIZ HCCICOOBAaHUEC JaMIla CUCTEMBI

Htor paboThl: MOTYIUTH AOCTYI A0 ¢uiara (ONpeaenuTh JIOTUKY MH(pOoBaIbIINKa U JeIr poBaTh

(hatin)

Kputepuii olieHKH: peIoCTaBIeHHE KOPPEKTHOTO iara.

PexomMeHnayemblie peaycraHoBIeHHbIE YTHIUTBL: bash, python




Web - rpy6asi cuiia cTporoii In3bIOHKIMA

Otnen pa3pabOTKHM HMCCIEAOBATEILCKOTO IIEHTpa ApPETy3bl TOTOBHT pEJi3 HOBOTO MeErackomna,
OJTHAKO pEaJIM3aIMI0 XEHJUIMHTAa CECCHI JOBEPHJIM CTaXepy...XOpOHo OBl MPOBEPUTH €ro
0€30MacHOCTb.

[{enb pa®oTHI: MCCIIEOBAHME JIOTUKH Pa0OThl Web-IIPUIIOKEHUS U MOJIydeHHe J0cTymna K iary

HTor paboThl: MOJyYUTh JOCTYII 10 (para

Kputepuii olileHKH: TPEAOCTaBIEHHE KOPPEKTHOTO uiara

PexomMeHnayembie IpeayCcTaHOBICHHBIC YTHIMTBI: Burp Suite, python

Web - humongous I:keiicon

[Tocne Toro, xak I'epanbT n3 PuBum ycrnemHo modenns MOHCTpA, MOSBUIIOCH HOBOE MCIIBITAHAE —
B3JIOMAaTh CHUCTEMY JPEBHHUX MAaroB, NOCTPOCHHYI0 HA CTPYKTYPHUPOBAHHOM XPAHWIMIIE JAHHBIX,
T7I€ I0 HEKOTOPBIM MPEANOI0KEHUIM, XpaHUTCA BakHast nuHpopmanus o [IpennasHauenum.

Bama muccust 3akiaro4aercss B TOM, 4TOOBI MPOIKCILTYaTHPOBATh MOTEHIIHMAIBHBIE YSI3BUMOCTH B
00Xo/1e OrpaHHYEHUI BBOJIA IaHHBIX, KOTOPHIE MOTYT MO3BOJIUTh U3MEHITH CTPYKTYPY 3alPOCOB K
sToMy XpaHuwiuily. [loMHUTe, 4TO BebMaKy MOJIE3HO HE TOJBKO 3HATh, KAK B3aUMOJIEH CTBOBATDH C
KUBBIMH CYII[ECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0€3 MCHOIb30BaHHS TPAIUIIMOHHON sql-
WHBEKILINH.

[{enb paOOThI: MCCIIETOBAHKE JIOTHKU PaOOTHl Web-TTPUIIOKEHUS U TIOJTyYeHHUE JOCTyMa K (rary

HTor paGoThl: MOJyYUTh JOCTYII 10 (uara

Kputepuii orieHKu: npeaocTaBieHUe KOPPEKTHOro ¢uiara

PexomMeHnayembie peaycraHoBIeHHbBIE YTUIUTBL: Burp Suite, python

Reverse - overflow

Z{axce CHJIaMH CTYACHTOB aKaACMHH ApTy3a HC OCTAHOBHUTHL OTOT I/IMHOpTOSaMeH_IaIOILlI/Iﬁ BHUXPb
Maruu - nepea HaMu O‘IGpG,Z[HOfI TECTOBBINA CTCHA, 3QIUTBIA CUSHUEM APrymeHTOB. HpOBepI/IM XK¢E,
HACKOJIBKO 0€30I1aCHO BCE B 3TOT pas...

Benpmak I'epanbt, ero yuenuna [Hupu u cnytHuia erHHH(bep BHHMATEJIbHO U3y4al0T Maru4ecKyro
KOHCTPYKIHI0. XaOTHYHO MEPUAIOIINE PYHbI HA KAMEHHOM OalllHe cpeld HE MPEIBEIIal0T HUYETO
XOpomero. Ho mammm reposiMm HE BHepBOﬁ CTAaJIKUBATHCA C HCU3BCCTHOCTBIO U OIIACHOCTHBIO.

[NoaxmroueHune k cepBUCy ocyllecTBIseTcs yepes netcat: "nc <[P> <PORT>" IP anpec u nopt
MOSIBJISIFOTCS TOCIIE MOJHATHE UHCTAHCA 3aJaHusl.

[{ennb paOOTHI: MCCIIEIOBAaHHE JIOTUKNA PAOOThI IPOTrPaMMBbI



Htor paboThl: ONMpeneauTh yI3BUMOCTh B UCXOAHOM KOJI€, ITO3KCIIIIyaTHPOBATh 3Ty YA3BUMOCTD,
MOJIyYUTh JOCTYI K (piary

Kputepuit o1ieHKH: MPEAOCTABICHHE KOPPEKTHOTO (hiiara

Pexomenayembie peaycranoBiennsie yruanutel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

HlxonpHuna-seapbma u3 Hosurpama, Mapraputa, oOHapyxkuna B "Bunorpagaom CooOmectse"
CBUTOK C IIPOrpaMMOI-3aKJIMHAHUEM Ha 3aXBaT BJacTU. bbIBIIMII Biasesnen cBUTKa UCUe3, TOITOMY
eil mpuaeTcs pa3odopaThcs B JPEBHEW MPOrpaMMHON Maruu camocrosTenbHo. K cuacteio, mkona B
Jloguu yxe 1aBHO 00y4YaeT TaKMM HaBBIKAM.

[lenb paboThI: Mcce0BaHUE JOTMKU PabOThI IPOrpaMMbl
Htor paGoThl: ONpeneauTh JIOTUKY paOOThl IPOrpPaMMBI, TOIYYUTh AOCTYH K (iary

KpuTepuii oreHKH: MpeaoCcTaBIeHUe KOPPEKTHOTO iara

Pexomenayembie npeaycranoBiennbie yruauTel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - encoding

Tanueni xon mIst aktuBanmu Bensmaunero 3umaxka Wruum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxenuslii kox neficrsoBan ¢ 1060 mo 1127 rox, B anoxy Bemmkoro
Benpmaka. Opgnako ['epanst u Hupm pomumuce eme mosxke, B 1290 roay, u 3TOT KO, K
COXaJIEHUI0, Ul HUX He nopaxomuT. llomormre Hammm bemomy Bonky m JlacTouke pacKkpbITh
CEKPETHYIO IIOCJIEA0BAaTEIbHOCTh U aKTUBUPOBATh 3HaK MrHu, 4TOOBI cacT MHUpP, U3yBEUEHHBIN
BoitHOM ¢ Hunbgraapnom.

[TogxmoyeHue K cepBUCy ocylecTBiseTcs yepes netcat: "nc <I[P> <PORT>" [P agpec u nopt
HOSBIISAIOTCSA MTOCTIE TOIHATHE HHCTAHCA 3a/1aHus.

[leap pabOTHI: HCCIIEOBAHUE JIOTUKU PaOOTHI IPOrPaMMBbl

HTor paGoThl: ONpenenuTh YI3BUMOCTh B HCXOIHOM KOJI€, TOAKCILTYaTHPOBATh ATy YSA3BUMOCTD,
MONYYUTh TOCTYII K (ary

Kputepuii orieHKU: mpeaocTaBiIeHne KOPPEKTHOro ¢uiara

Pexomenayembie peaycranoBieHHbie yruantel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf



C3MH - just nginx

I'epansT n3 PuBnu nosydaer Hooe 3ananue. Cerepoit feMoH NGINX ysa3sum st Cuit 3n1a, Hy»KHO
€ro MpoaHaJu3upPOBaTh U UCIIPABUThH YSI3BUMOCTH B KOHQure. DTOT 3aKa3 nmorpedyer ot Beapmaka
3HaHMUN B KOJUHTE...MoMOruTe ['epanbTy BBITOIHUTD MUCCHUIO.

[{enb pabOTHI: OMpeesieHre U UCITpaBiIeHNUE YA3BUMOCTH B KOH(MUTYpallMK nginx
HTor paboThl: 3arpy3uTe B IPEIOCTaBIEHHBIE (OPMBI 2 (aiina:
1. TEKCTOBBII (paiis1 ¢ ONMCAHUEM YSI3BUMOCTH

2. ucripaBJIEHHBIN KOH(QUTYpPAIIMOHHBIA (aiin

Kpurepun oreHku:

* KoppekTHo ornpesenena ys;3BUMOCTb - 1 6asn

* KoppekTHo HciipaBieH KOHQUIypalluOHHbIN aiin - 2 Gamia
* HE koppekTHO omnpeneneHa ys13BUMOCTb - MUHYC 1 Gaiin

* OTCyTCTBYET OlKcaHue ysA3BUMOCTH - MuHyc 0.5 6ania

Ananu3 Tpadpuka

Ha CkeluIire mpoM3oIIo YTO-TO CTPALIHOE, OJHAKO BCE YTO OCTANOCh MeHHu(dp 1 MBIIIOBYpY
JUISL TIPOBEACHUS SKCHEepTH3bl - 3amuch Tpaduka. Ilomorure yapojeiike M APyuaAy IPOBECTH
paccrienoBanue Aa0bl MPEIOTBPATUTh MOJOOHBIE HHIIMIEHTHI B OyaymieM. J{s aToro: onpenenure
IP-anpec arakyromero, onpeaeanTe THI aTakd, CO3JaiTe mpaBuia iptables mais mpemoTBpamieHus
JTaHHOW aTakH.

Pemenne pasMmectute B ceTeBOHl mamke, npoayOaupyiite Ha paboueM ctosne Bamiel BupTyaabHOU
MalllHb] YYaCTHUKA.

BAJKHO: [P-agpec araxkymoomero - HWHIWKATODP pEUIEHWS 3aJaHus, padOThl VYACTHHKOB,

HCKOPPEKTHO \ ne onpcACIMBIINX €TI0 - HC IMOJJICKAT ,uaaneﬁmeﬁ HDOBCDKG!

[enbto paboThl sIBASiETCS LEMOYKU IpaBui iptables 1ist GIOKMPOBKH aTaku, MPEACTaBICHHOM B
UccieyeMoi 3anKcu Tpaduka.

[Tpu 5TOM TpeboBaHUs K MpaBmTy iptables:

1. B xauecTBe Ha3BaHMSI LIETIOYKH TPABUI - YKAKUTE TPEIANOIaraeMblii BUJ aTaKu

2. YKaxuTe MpelenbHoe YHCIIO MaKeTOB B SAMHHILY BpeMEHH (TMaKeThl OYAyT MPOXOAUTH MPaBUIIO
TOJIBKO IMTOCIIE MIPEBBILICHNS OTPAHIYEHUS) PAaBHBIM | B CEKYHIY

3. YkakuTe MaKCHMallbHOE 3HaUCHUE CUETYHKA MTAKETOB, IPU KOTOPOM CpadaThIBaeT OTpaHUYCHHE
paBHBIM 3

YcmoBue Ha JONOJHHUTCJIIbHBIC 0aJIIbL:

* ganummre shell-ckpunt (.sh) a1 6okupoBKYM aTaku - 2 Gana



Hror paGoThi:
1. Cnannslii B TecToBYIO cuctemy IP-anpec atakyromiero

2. TexcToBbIl (haiin ¢ HAaMMCaHHOM LIENOYKON MPaBUII
3. shell-ckpunT moarpyxaroumii mpaBuia

Kpurepuu oreHku:

» KoppexTtHo onpenenen [P-anpec arakyromero - 1 6amn

* KoppekTHo ompenenex Bua ataku - 1 6amna

+ Coznano npaBuiio iptables mist 6JIOKMPOBKY aTaky - 2 Oasia

* 3a KaXJ0€ OTCYTCTBYIOIIEe TpeOoBaHue - MUHYC 1 Oarmn

* BeimostHeHO 1om. ycinoBue (.sh CKpUNT MOATPY KA TPpaBUi a) - 2 6ama



